FUZZEANDO SNORT
CON OPCIONES
TCP/IP




..QUE ES FUZZING



..OBJETIVOS DEL FUZZING



 Formatos de Archivo

 Stdin (entrada est andar)

* Protocolos de Red(Aplicaci on)
 Pilas de Protocolos

e Argumentos

» Variables de Entorno

e EtC...



...EJEMPLOS






























...LA VICTIMA
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..LAS ARMAS



<...cédigo...>
unsigned char tcpoptions[4];

char tcpOptions[] = {0x00, 0x01, 0x02, 0x03, 0x04,
0x08, 0x09, 0x0a, 0x0b, 0x0c, 0x0d, 0x0e, 0xOf, Ox1
0x13, 0x14, 0x15, 0x16, 0x17, 0x18, 0x19, Oxa0, Oxa
char tcpOptionsLen[] = {0x0, 0x1, 0x2, 0x3, 0x4, 0x
0x9, Oxa, Oxb, Oxc, 0xd, Oxe, Oxf};
char tcpOptionsPadding[] = {0x00, 0x01, 0x02, 0x03,
0x07, 0x08, 0x09, 0x0a, 0x0b, 0x0c, 0x0d, 0x0e, 0Ox0
0x12, 0x13, O0x14, 0x15, 0x16, 0x17, 0x18, 0x19, Oxa
<...cédigo...>
for(u=0; u < sizeof(tcpOptionsPadding); u++){
<...codigo...>

for(a=0; a < sizeof(tcpOptionsPadding); a++){

<...cbdigo...>

for(i=0; i < sizeof(tcpOptionsLen); i++){

<...codigo...>

0x05, 0x06, 0x07,
0, Ox11, Ox12,
1}

5, 0x6, 0x7, 0x8,

0x04, 0x05, 0x06,
f, 0x10, Ox11,
0, Oxal};

for(o=0;0<sizeof(tcpOptions);o++){

<...cbdigo...>

tcpoptions[0]=tcpOptions|o];
tcpoptions[1]=tcpOptionsLen(i];
tcpoptions[2]=tcpOptionsPadding[a];
tcpoptions[3]=tcpOptionsPadding[u];

<...cédigo...>



..EL ATAQUE
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..LINKS Y REFERENCIAS

eSnort <= 2.4.0 SACK TCP Option Error Handling Advis  ory
http://www.securityfocus.com/bid/14811

*Proof of Concept code (snortrigger.c)
http://www.genexx.org/nitrous/code/PoCs/snortrigger.c

*Fuzzball2 TCP/IP Options Fuzzer
http://www.nologin.org/main.pl?action=codeViewé&codeld=54&

RFC #1072 - TCP Extensions for Long-Delay Paths
ftp://ftp.rfc-editor.org/in-notes/rfc1072.txt

*TCP Option Numbers
http://www.lana.org/assignments/tcp-parameters

DFUZ
http://genexx.org/dfuz/



..GRACIAS



