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Description

README.txt

I's a very flexible intelligent fuzzer to discover directory traversal vulnerabilities in
software such as Web/FTP/TFTP servers, Web platforms such as CMSs, ERPs, Blogs, etc.
Also, it has a protocol-independent module to send the desired payload to the host and port
specified. On the other hand, it also could be used in a scripting way using the STDOUT
module. It's written in perl programming language and can be run either under *NIX or
Windows platforms. It’s the first Mexican tool included in BackTrack Linux (BT4 R2).
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Directory Traversal Vulnerability

A directory traversal (or path traversal ) consists in exploiting insufficient security
validation / sanitization of user-supplied input fi le names, so that characters
representing "traverse to parent directory" are passed through to the file APIs.

The goal of this attack is to order an application to access a computer file that is not
intended to be accessible . Directory traversal is also known as the ../ (dot dot slash)
attack , directory climbing, and backtracking. Some forms of this attack are also
canonicalization attacks.

A typical example of vulnerable application in php code is:

___________________________________________________________________________________________________________________________________________________________________

<?php
$template = 'blue.php':
( isset ( S_CGGKIE ['"TEMPLATE'] )} )
Stemplate = $ COOKIE['TEMPLATE'];
{ "/home/users/phpguru/templates/™ . Stemplate );

___________________________________________________________________________________________________________________________________________________________________
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Directory Traversal Vulnerability

An attack against this system could be to send the following HTTP request:

GET /vulnerable.php HTTP/1.0
Cookie: TEMPLATE=../../../../../../../../../etc/passwd
Generating a server response such as:

HTTP/1.0 200 OK
Content-Type: text/html
Server: Apache

root:£i3sED95ibgR6:0:1:5ystem Operator:/:/bin/ksh
daemon:*:1:1::/tmp:
phpguru: £f8fk37J10I1£31.:182:100:Developer: /home/users/phpguru/:/bin/csh

'
__________________________________________________________________________________________________________________________________________________________________ a
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Directory Traversal Vulnerability

Some web applications scan query string for dangerous characters (to prevent
Directory Traversal vulnerabilities) such as:

2\

|

However, the query string is usually URI decoded before use. Therefore these
applications are vulnerable to percent encoded directory traversal such as:

%2e%2e%2f which translates to ../
%2e%?2e/ which translates to ../
..902f which translates to ../
%2e%2e%5c which translates to ..\
etc.
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Directory Traversal Vulnerability

According to a study done by Imperva about Web Applications Attacks, the
Directory Traversal vulnerability is one of the most common attacks nowadays
(July 2011)

W directory traversal
W sqli
XSS

m rfi

% % & & & &) &' & + 18,
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Fuzz Testing

Fuzz testing or fuzzing is a software testing technique that provides (in)valid ,
unexpected, or random data to the inputs of a program. If the program fails (for
example, by crashing or failing built-in code assertions), the defects can be
noted.

Fuzz testing enhances software security and software safety because it often
finds odd oversights and defects which human testers would fail to find, and
even careful human test designers would fail to create tests for.
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Fuzz Testing

@ black hat usa+ 201

What is intelligent fuzzing?

. Notion of randon

nness (dum

protocol specific

knowledge

pness) and
(intelligence)

— Purely random data has tound a few bugs in the
past but will likely get dropped really fast really

often

- Too much intelligence can be expensive
. Could also lead to some of the same poor
assumptions coders made
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Intelligent Fuzz Testing

| Why do Fuzzers work?

— Traditional testing focuses on proper
functionality, not security testing. Errors of
omission are an interesting example. (bounds check)

. Code Coverage

- A false sense of security. Coverage tells us

something, but not the complete story.
. Gap Coverage

- Researcher's testing tools/techniques different

from creators
. Intelligent randomness
— All paths + all data ==|infinite problem

I . A general goal to break software

[/ 0&+ &1, 23 &
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Intelligent Fuzz Testing

Creating [semi-valid|data

- Tools for sale
. Cyclic
— Deterministic runs

. 110 10000 bytes inserted in each position on each
line/leg incremented by 1 byte (0x00-0xff)

. Random

— Infinite runtime

. With intelligence could cover more of the input space
in a finite time

I . lTest Cases

[/ 0&+ &1, 23 &



I I @ slack hat usa+ 201
LI LI

Origin / Evolution

CHANGELOG.1txt
DotDotPwn v1.0
Release date: 21/Aug/2010
Checker Script
Core component: Traversal database (external .txt files) with 881 payloads

Based on Shlomi Narkolayev’s Directory Traversal Cheat Sheet
http://narkolayev-shlomi.blogspot.com/2010/04/directory-traversal-fuzz-list.html

DotDotPwn v2.1

Release date: 29/0ct/2010 (BugCon Security Conferences 2010 )
From Checker to Fuzzer
Rewritten from the scratch
Modular architechture (DotDotPwn packages)
Core component: Traversal Engine
OS detection (nmap)
A cool banner was included ;)
False positives detection
Many parameters included for fuzzing flexibility
More modules included

DotDotPwn v3.0beta

Release date: 03/Aug/2011 (Black Hat USA 2011 (Arsenal) - Conference CD )
Random User-Agent in HTTP requests
Operating System type specifier (if known)
Reporting capabilities
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Design / Architecture

INPUTS FUZZ PATTERNS OUTPUTS
: CREATION :
: : Modules
manual OS type = .
AW ‘ : HTTP
Nmap ||- : 4 Traversal Engine A :
OS detection . -
. I . HTTP URL
: A :
: - 9%2f. %62t |~
Deepness |I- : %255¢..%255¢ : r
. ..9%C0%2f..%c0%2f .
. ..%u2215..%u2215 .
. ..%UF025..%UuF025 : TFTP
E ..%25¢1%259c..%25c1%259¢c E
Filenames II- : oA)Z526%252e%CO%SC%Z526%2526%00%50J . PAYLOAD
: : STDOUT
Dots & Slashes

Encodings
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Usage options

USAGE.txt

(nmap)

e

generic™)
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Usage options

EXAMPLES.txt (one example per module)

order to understand
the examples

= HITP Module

SJdotdotpwn.pl —-m http -h 808 fetc/hosts -k "localhost™

The Trawversal Engine will create fuzz pattern strings with 8 levels of deepness,
DotDotPwn will =end S requests per second (—-t) against the Web server (-m) listening
8080 (—x) and inmstalled in 192.168 (-h). Additionally, this will try to retrieve
fetc/hosts file (-f) and to avolid false positives, an extra check will be done against the
server's response in order to find the "localhost"™ keyword withi if =0, it's con=sidered
vulnerable.

DotDotPwn will save the scan results in ] 1] ] ] 1.1 <date> <hour> in the
Eeports folder.

= FIFP Module
SSdotdotpwn.pl -m ftp -h ] 1 1.1 -0 nitrfus -P nltrOuspwnzj00 -o windows -g -r fLp server.txC

irst off all, DotDotPwn will try to obtain the banner message (—-=s) of the FIP Server (-m),

will try to log in with the specified username (-U) and password (-P) in case of the server
doesn't allow anonymous access. it will try to get well-known files in windows
operating systems (-o) in the "retrieved files" local folder. Also, DotDotPwn won't print the

details of each attempt, instead, it will work in guiet mode (—g) and will only print the

DotDotPwn will =save the scan results in il ] {-r) in the EReports folder.
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Website / Contact

README.txt

Official Website : Nttp://dotdotpwn.blogspot.com

Official Email: dotdotpwn@sectester.net
Bugs / Contributions /Improvements : dotdotpwn@sectester.net

dro Hernandez
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Download

DotDotPwn v3.0beta:
INCLUDED IN BLACK HAT USA 2011 CONFERENCE CD

DotDotPwn v2.1:

PacketStormSecurity
http://packetstormsecurity.org/files/view/95399/dot dotpwn-v2.1.tar.qz

BackTrack Linux 4 R2:

# apt-get update

# apt-get install dotdotpwn

# cd /pentest/fuzzers/dotdotpwn/
# ./dotdotpwn.pl

Mirror :
http://www.brainoverflow.org/code/dotdotpwn-v2.1.ta r.gz
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Contributions

AUTHORS.txt

Contribution: Idea
Implementation of the Bisection Algorithm  (http://en.wikipedia.org/wiki/Bisection_method) once a vulnerability has been
found in order to determine the exact deepness of the directory traversal. Origin of -X switch.

By: Roberto Salgado aka LightOS
http://twitter.com/LightOS
http://mww.websec.ca

Contribution: Idea and Code

Not always include the @Extra_files (e.g. web.config, httpd.conf, etc.). Origin of the -e switch.

Specify the Operating System type if known ("windows" or "unix"). Origin of the -0 switch.

By: Eduardo Ruiz Duarte aka Beck
http://twitter.com/toorandom
http://math.co.ro
http://b3ck.blogspot.com

Contribution: Code

Save a results' report into the Reports folder. Origin of the -r switch.

Treatment of SIGINT in order to print the number of traversals found when Ctrl + C is pressed.

Random User-Agent in HTTP requests for IDS/IPS detection avoidance.

By: Diego Boy
http://twitter.com/Diego_Boy

Contribution: Code

Random User-Agent in HTTP requests for IDS/IPS detection avoidance.

By: Cristian Urrutia aka Gashnark
http://twitter.com/blion_tec
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F(x)
Implementation of the Bisection Algorithm to determine

the exact deepness of the directory traversal. Fa)

—
The bisection method in mathematics, is a root-finding method  which
repeatedly bisects an interval then selects a subinterval in which a root must

lie for further processing.

Source : http://en.wikipedia.org/wiki/Bisection_method

A Jetc/passwd (16) &

oA Jetc/passwd  (16/2 = 8) &
Ao ] Jetc/passwd ((8+1 6) /2 =12) &
A Jetc/passwd  ((8+12) /2 =10) ¥

| HSYHE s

5 requests instead of 11!
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Discovered vulnerabilities
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Directory Traversal Fuzzing Journal
nitrius (nitrousenador@gmail .com)

Directory Traversal Fuzzing Journal
chrix (chrix@sectester net)

Tested software
HTTP: 72
Web platforms: 2 (CMS’s)
FTP: 25
TFTP: 11
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Discovered vulnerabilities

Examples of findings ...

HTTP Servers fuzzing results

Yes No
AppWeb Embedthis Software 322 Linux X 12/09/2010 [#] Total Traversals found: 0
Cherokee Alvaro Lépez Ortega 1.0.8 Linux (src) X 12/09/2010 [#] Total Traversals found: 0
Jetty Mort Bay Consulting 8.0.0.M1 Linux (java) X 12/09/2010 [#] Total Traversals found: 0
Lighttpd Jan Kneschke 1.4.28 Linux (src) X 12/09/2010 [#] Total Traversals found: 0
Lighttpd Jan Kneschke 1.4.19 Linux (debian dist) X 12/09/2010 [#] Total Traversals found: 0
Nginx Igor Sysoav 0.7.67 Windows X 12/09/2010 No fuzz performed - Anomalies in communications
Nginx Igor Sysoav 0.8.50 Windows X 12/09/2010 No fuzz performed - Anomalies in communications
Boa Paul Phillips 0.94.13 Linux X 02/10/2010 DotDotPwn stops when sending: ............ \web.config
Devwex Seanox Software Solutions 1.2010.0410 Linux (java) X 02/10/2010 [#] Total Traversals found: 0
Fnord Felix von Leitner 1.10 Linux X 02/10/2010 [#] Total Traversals found: 0
Hiawatha Hugo Leisink 7.3 Linux X 02/10/2010 [#] Total Traversals found: 0
Klone KoanLogic 221 Linux X 02/10/2010 DotDotPwn stops when sending: ..%c1%9cweb.config
Mongoose Sergey Lyubka 211 Linux X 02/10/2010 +] Total Traversals found: 0
Mongoose Sergey Lyubka 21 Windows X 02/10/2010
Motorola SURFboard Matorola SBGY00 Motorola Modem X 02/10/2010 [#] Total Traversals found: 0
HTTPFileServer Massimo Melina 2.2 Windows X 02/10/2010 [#] Total Traversals found: 0
IBM HTTP Server IBM 1.3.26.2 Solaris (SPARC) X 05/10/2010 [#] Total Traversals found: 0
IBM HTTP Server IBM 1.3.28.1 Solaris (SPARC) X 05/10/2010 [#] Total Traversals found: 0
Virata-EmWeb Virata Corporation R6.2.1 HP LaserJet 4250 X 05/10/2010 [#] Total Traversals found: 0
UPS Server Eaton 1.0 UPS PowerWare 9390 X 05/10/2010 [#] Total Traversals found: 0
Secure Transport Tumblewsed Comms. 491 Solaris (SPARC) X 05/10/2010 [#] Total Traversals found: 0
RealVNC RealVNC 4.0 Windows X 05/10/2010 [#] Total Traversals found: 0

FTP Servers fuzzing results

Traversal Vulnerable

Vendor Version Platform Findings / Comments
Guildftpd 0.999.14 Windows 16/10/2010 [+] Total Traversals found: 0
Easy File Sharing FTP 3.2 Windows X 16/10/2010 [+] Total Traversals found: 0
Cerberus FTP Server 3141 Windows X 16/10/2010 [+] Total Traversals found: 0
Raiden FTPD Server 24 Windows X 16/10/2010 [+] Total Traversals found: 0
Cesar FTP 0.99g Windows X 16/10/2010 [+] Total Traversals found: 0
Zftp Server 29/03/2010 Windows X 16/10/2010 +] Total Traversals found: 0
Home FTP Server 1103 Windows X 16/10/2010 _
Geneb FTP Server 3.10.0 (build 2) Windows X 16/10/2010 [+] Total Traversals found: 0
Core FTP Server Windows X 16/10/2010 [+] Total Traversals found: 0
Klight FTP Server Windows X 16/10/2010 [+] Total Traversals found: 0
Muddleftpd Linux X 16/10/2010 [+] Total Traversals found: 0
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Discovered vulnerabilities

Exploits

MultiThreaded HTTP Server [chrix] — http://www.exploit-db.com/exploits/12304

Wing FTP Server v3.4.3 [chrlx] - http:/packetstormsecurity.org/1005-exploits/wingftp-traversal.txt

VIicFTPS v5.0 [chrix] — http://www.exploit-db.com/exploits/12498

TFTP Desktop 2.5 [chr1x] - hitp://www.exploit-db.com/exploits/14857

TFTPDWIN v0.4.2 [chrix] - http://www.exploit-db.com/exploits/14856

Femitter FTP Server 1.04 [chrix] - http://www.exploit-db.com/exploits/15445

Home FTP Server <=r1.11.1 (build 149) [chr1x] - http://www.exploit-db.com/exploits/15349

Yaws 1.89 HTTP Server [nitr@us] - http://www.exploit-db.com/exploits/15371

Mongoose 2.11 HTTP Server (Win32) [nitr@dus] - hitp://www.exploit-db.com/exploits/15373
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Discovered vulnerabilities

Released: 29/Apr2010 3.4.0 - 1st Traversal found !

» Fixed a directory traversal vulnerability when using HTTP protocol. (SA39629)

I Added Portuguese(Brazil) language. 34 1

3.4.2

> Added Spanish language.

I Updated English language.
L Updated the Console application (witpconsole), now it supports option " = Lua file =" 343
I Updated the Help Manual for webclient and webadmin.

3.4.5 — 2nd Traversal found !

> Fixed a bug - Cantuse filename as parameter for FTF list comrmand. |\ ____ ____ __ _

> Added a passwaord strength bar when changing userfadmin passwaord.

> Fixed a bug - Warning dialog will not popup sometimes when uploading via webclient in Mac 05 X

56 days of exposure!!

Released: 5Man2010

x> Added Italian language.

- Added Dutch language. DOtDOtPWﬂ ,S Breaklng PatChesl

Updated Fnglish language

» Fixed a directory traversal vulnerability where it is possible to see or download files outside of user's home directory. Only in the Web Client.

L Added a feature - Mow supporting graphs display for realtime server traffics.
I Added a feature - Logo can be customized for Web Client's upper-left corner.
+ Added a feature - You can re-generate a random passwaord for an existing user.

> Added a feature - Disk quota capacity could be displayed in the Web Client.
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Description

Traversal Engine

by nitrius [(nitrousenador@gmail.com
http fchat=subo-labs=s.blogspot . com

— o

functionality to make all the combinati
slashes and filenames to make the traversal

Once created the traversal patterns (mix

such as " ", "..%2f", etc.), the engi

patterns with the corresponding filenames depending on the
Cperating System detected (in case of -0 switch enabled) an
all the Generic filenames. If the -0 switch was not senabled,
the Engine combiness all filenames (Windows, UHIX and Generic)

Creating the Special Traversal patterns

ack hat usa+ 2011

o

AWM

..9%2f..%2f

..9%255c¢..%255¢

..9c0%2f..%c0%2f

..%u2215..%u2215

..%UuF025..%uF025
..9625¢1%259c¢..%25¢c1%259c¢
96252e96252e9600965c96252e96252e96c0965c4///

~

Traversal Engine

Translating

(back) slashes

in the filenames

Adapting the filenames according to the 05 type
Including Special sufixes
Traversal Engine DONE ! — Total traversal tes




I I @ iack hat usa+ 2011
L L |

Resources
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Resources
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Fuzz patterns generation
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Intelligent Fuzzing

At the beggining of this presentation

. Notion of randomness (dumbness) and
protocol specific|knowledge|(intelligence)

Intelligent randomness
- All paths + all data == infinite problem

Creating|semi-valid|data

Then ...
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Intelligent Fuzzing

Fuzz patterns according to the  Operating System detected (nmap)

.I..1../boot.ini on *NIX-like & %

.I..l..Jetc/passwd on Windows | _l’/ _/ %

/o
.l..l../ooot.ini on Windows /¥ v

.[..l..letc/passwd on  *NIX-like & ;
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Intelligent Fuzzing

@Unix files){
fname first slash deletion(ffilename);
Strav . fname slash encoding (% frname

fname flrst slash deletion($filename);
Strav . fname slash enceoding (5fnams

@Unix files){
fname first slash deletion{($filename);
Strav . fname slash encoding($fname

fname flrst slash deletion(5filename});
Strav . fname slash encoding($fname




I I @ slack hat usa+ 201
LI LI

Intelligent Fuzzing

Encoding of slashes (/) for the correct semantics inthe fuzzing
patterns

..%2f..%2fetc /passwd %

..%2f..%2fetc %2fpasswd v

%2e%2e%c0%af%2e%2e%c0%afwindows \system32 \drivers \etc\hosts %

%2e%2e%c0%af%2e%2e%c0%afwindows %c0%afsystem32 %c0%afdrivers V
%c0%afetc %c0%afhosts
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Intelligent Fuzzing
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IHi Emerging Threats Daily Signature Changes

#DotDowPwn

#snort-2.8.4 - snort-2.9.x, and suricata

alert tcp $SEXTERNAL_NET any -> $SHOME_NET $HTTP_PORTS
(msg:"ET SCAN DotDotPwn User-Agent "; flow: established,to_server;
content:"User-Agent|3A| DotDotPwn" ; nocase; http_header; threshold:

type limit, track by_src,count 1, seconds 60; classtype: attempted-recon;
reference:url,dotdotpwn.sectester.net; sid:yyyyyy; rev:1;)
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HTTP URL
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Compliance with RFC 959 - File Transfer Protocol

Double testing approach:
CD <directory> & GET <file>
GET <directory> <file>

1if ($ftp-»rcode
print

return $n_travs 1

usleep(Smain: :time) ;
next;

usleep (Smain: :time) ;
next;
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A little hack in the TFTP.pm module’s constructor to improve the
testing speed (-t switch in DotDotPwn)




I I @ iack hat usa+ 2011
L L |

PAYLOAD
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STDOUT
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Cubil Felino Crew (chrlx, r1l0, bOrr3x, 11l1th)

Contributors

BugCon Crew

www.underground.org.mx

#mendozaaaa

CRAc, hkm, alt3kx, tr3w, beck, cldrn, LightOS, xScPx, Daemon, SirDarckCat,
Rolman, Crypkey, KBrown, nediam, beavis, kaz, Carlos A. Ayala, corelanc0Od3r,
Héctor Lopez, Raaka (el _gaupo), dex, Cj, prethOOnker, Humberto Ochoa, chOks,

ran, Federico L. Bossi Bonin, Bucio, javi3r, sunLevy, Zeus, etc...

And all our followers on Twitter...



@ black hat usa+ 201

i

chrlx & nitrdus @ Solar Vision 3

Alejandro Hernandez H. (nitr@us ), Christian Navarrete (chrlx)
http://twitter.com/nitrOusmx http://twitter.com/chrlx
<nitrousenador@gmail.com> <chrlx@sectester.net>
http://chatsubo-labs.blogspot.com http://chrlx.sectester.net
http://www.brainoverflow.org




